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1 Abstract

Recently, Maitra et al (Phys. Rev. A, 2017) proposed a protocol towards Device
Independent Quantum Private Query (DI-QPQ) by exploiting a local CHSH game
on top of the QPQ protocol proposed by Yang et al (Quant. Inf. Process., 2014).
However, their device independent testing doesn’t provide any certification for the
devices in client’s side. In this draft, we propose a novel device independent QPQ
scheme. Our technique exploits a tilted version of the original CHSH game and
proper testing of POVM devices to certify all the devices involved in our protocol
and hence it guarantees device independence. Further, we provide formal security
proofs and obtain upper bounds in information leakage to both dishonest client as
well as dishonest server.
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3 Extended Abstract

Quantum Private Query (QPQ) is a distrustful quantum cryptographic scheme where
the client issues queries to a database and obtains the value of data bits correspond-
ing to some particular indices without knowing anything else about the database
(known as database security), whereas the server should not gain any information
about the query indices of the client (known as user privacy). Although Quantum
Private Query (QPQ), Symmetric Private Information Retrieval (SPIR) and Obliv-
ious Transfer (OT) are closely related to each other, they have some differences.
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In 1 out of N OT, the server has a database with N entries and the client wants to
know one of the entries with the intension that her choice would not be known by
the server. On the other hand the server doesn’t want the client to retrieve more
information than the intended one. SPIR is conceptually same as OT and it is im-
possible to design an information theoretic secure OT both in quantum as well as
classical setting. However, information theoretic secure SPIR can be designed in a
distributed database setting [5]. On the other hand, QPQ is much like 1 out of N
OT or SPIR with a weaker security requirement. Here the user can gain more in-
formation about the database, but it should be upper bounded and must not depend
on the size of the database. Moreover, if the server tries to gain more information
about client’s query then the client can find it out. Due to this weaker security re-
quirement, information theoretic secure QPQ can be designed in a single database
setting [6, 1].

Very recently, Maitra et al [1] first identified that the security of the existing
QPQ protocols are based on the trustful assumptions over the involved devices. The
authors also introduced a testing phase for the involved devices on the server side
and proposed a semi-device independent version over the Yang et al [2] protocol.
Here we overcome their limitations and propose a fully device independent QPQ
protocol. The main contributions of our work can be summarised as follows-

(1) We remove the trustworthiness from the devices (source as well as measure-
ment devices for both server and client) using the self-testing of projective mea-
surements (proposed in [3]) and device independent testing of POVM elements. In
the proposal by Maitra et al. [1], the server Bob performs local CHSH test which
certifies the shared non maximally entangled states (of some particular form) pro-
vided by the source device and his own measurement device. However, this local
CHSH test doesn’t provide any certification about the functionality of client Alice’s
measurement device which is used in private query scheme. So, this test doesn’t
imply device independence in its truest sense. Keeping this in mind, we propose
here a device independent QPQ scheme using EPR pairs and a proper self testing
mechanism which guarantees full DI security of our protocol.

(2) We replace the usual projective measurement at Alice’s side with optimal
POVM measurement so that Alice can obtain maximum (1− cosθ) fraction con-
clusive raw key bits of the entire raw key at Bob’s side for the parameter θ chosen
by Bob in his projective measurements (one can refer to [4] for the optimality proof
of [1− cosθ ] in distinguishing two non orthogonal states).

(3) Contrary to all the existing QPQ protocols, in the present effort, we try to
propose a general security analysis by providing an upper bound on the cheating
probabilities and a lower bound on the amount of information leakage in terms of
min-entropy for both the parties (server as well as the client). Our results show that
dishonest Alice can conclusively retrieve atmost (1− cosθ) fraction of bits of the
entire raw key at Bob’s side and dishonest Bob can successfully guess whether a
particular database index is queried by Alice with probability atmost (1− cosθ)k

where k denotes the number of raw key bits that are XORed to get a bit of the final
key.
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In summary, we propose a novel DI-QPQ scheme which provides optimal num-
ber of raw key bits to the client and certifies the functionality of all the involved
devices. The full paper version of this extended abstract is available at [7].
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