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Entanglement is a crucial resource in quantum infor-
mation processing. In particular, entanglement has been
shown to be necessary [1] for the security of a bipartite
Quantum Key Distribution (QKD) protocol [2–4]. In-
deed, even prepare-and-measure protocols [2, 4], which
do not require any entanglement for their implementa-
tion, have an entanglement-based counterpart [5] which
can be used for the protocol’s security analysis. Here
we consider the generalization of QKD to the multipar-
tite scenario, namely Conference Key Agreement (CKA)
[6], where N parties wish to establish a common shared
secret key, allowing for secure broadcast. We focus on
CKA protocols in which, at each round, an N -partite
state is distributed to the parties, Alice and N − 1 Bobs,
they perform local measurements and, at the end, classi-
cally post-process the outcomes of these measurements
to extract a common secret key.

We ask the question whether Genuine Multipartite
Entanglement (GME) [7, 8], the strongest form of mul-
tipartite correlations, is a necessary requirement to es-
tablish a secret conference key. As our main result we
establish that, on the contrary, a conference key can be
obtained even if the parties share biseparable states at
each round of the protocol. Our results are summarized
as following:

• Necessary condition for CKA: a non-zero asymptotic
conference key rate can only be obtained if the state
distributed at each round of the protocol is not sepa-
rable with respect to any fixed partition of the parties.

• The following family of biseparable states can lead to
a non-zero secret conference key:
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where N is a normalization factor, S(k) is the set
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We derived an analytical expression for the asymp-
totic conference key rate achievable by these states.

Figure 1 shows the behavior of the asymptotic key
rate as a function of N for different values of k.
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Figure 1. Asymptotic secret key rate for the state of Eq. (1) as
a function of N for different values of k. We remark that since
k ≤ N − 1, the curves start at different values of N .

• We showed that a non-zero key can be extracted with
biseparable states in some well-known, simple proto-
cols, namely the multipartite versions of the BB84 [9]
and the six-state [10] protocols.

• We extended the result of Ref. [1] to the multipartite
case: if a non-zero asymptotic conference key rate is
obtained, then the parties must be able to witness en-
tanglement in each bi-partition of the parties using the
measurements performed in the CKA protocol. This
result, together with the fact that the family of states
(1) lead to non-zero key, provides us with a remark-
able insight: a non-zero asymptotic conference key
rate represents a new non-linear entanglement wit-
ness, which can detect a type of entanglement that
cannot be detected by linear entanglement witnesses.

Our results have a significant interest on both theoret-
ical and practical side. From a theoretical point of view,
we shed light on the characterization of resources re-
quired to perform the task of CKA. So far, the proposed
protocols aimed to explore the properties of GME states.
We showed that weaker classes of entanglement can be
exploited for cryptographic purposes as well. Moreover,
from a practical point of view, the generation of bisep-
arable states can be significantly less demanding than
GME states.
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